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RECORD OF AMENDMENTS

No. Reference/date of Date Signature

amendment entered

EXPLANATORY NOTES

AGREEMENT

1. This NATO Standardization Agreement (STANAG) is promulgated by the Chairman MIAS under
the authority vested in him by the NATO Militafy Committee.

2. No departure maybe made from the agreement without consultation with the tasking authority.
Nations may propose changes at any time to the tasking authority where they will be processed in the
same manner as the original agreement.

3. Ratifying nations have agreed that national orders, manuals and instructions implementing this
STANAG will include a reference to the STANAG number for purposes of identification.

DEFINITIONS

4. Ratification is “in NATO Standardisation, the fulfillment by which a member nation formally accepts,
with or without reservation, the content of a Standardization Agreement” (AAP-6).

5. Imriementation is “In NATO Standardisation, the fulfillment by a member nation of its odigations
as specified in a Standardization Agreement” (AAP-6).

6. Reservation is “In NATO Standardization, the stated qualification by a member nation that
describes the part of a Standardization Agreement that it will not implementor will implement only with
limitations” (AAP-6).

RATIFICATION, IMPLEMENTATION AND RESERVATIONS

7. Page iii gives the details of ratification and implementation of this agreement. If no details are
shown it signifies that the nation has not yet notified the tasking authority of its intentions, Page iv (and
subsequent) gives details of reservations and proprietary rights that have been stated.
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RESERVESIRESERVATIONS

ROYAUME-UNI Le Royaume-Uni veut rdserver sa position quant au nombre de st!quences
d’essais mentionn6 clans Ie paragraph 3.6 de l’Annexe A. Le Roy:lume-Uni
utilisers un nombre de sequences et ddcharges d~termin~ par une @valuation
des risques pour Ies munitions par suite des d~charges 61ectrostatiqLes.

-—. —--- —______ .-____ -——______________-------- —_____ --- ——_-----— -__-- ———___

UNITED KINGDOM The UK would reserve its position on the number of test sequences and
discharges within a sequence as given in para 3.6 of Annex A. The UK would
employ a number of sequences and discharges which would be determined by
the assessed risk to the munitions from Electrostatic Discharge.

(iv)

------ . .. ---- ——-—



NATO UNCLASSIFIED

STANAG 4239
(Edition 1)

NAVY/ARMYIAIR

NATO STANDARDIZATION AGREEMENT
@TANAG\

ELECTROSTATIC DISCHARGE, MUNITIONS TEST PROCEDURES

Annexes: A.

B.

Related Documents:

STANAG 4235:

STANAG 4238:

STANAG 3516:

AOF)-24:

Electrostatic discharge test procedures to determine the safety and suitability

for service of munitions and associated systems

Data sources

Electrostatic Environmental Conditions Affecting the Design of
Materiel for Use by NATO Forces;

(Draft), Munition Design Principles, Electromagnetic Environment

ElectromagneticInterference and Test Methods for Aircraft Electrical
and Electronic Equipment

ElectrostaticDischarge, Munition Assessment and Test Procedures

1. The aim of this agreement is to define the test procedures to be used in determining
the safety and suitability for service of munitions containing electro explosive devices (EEDs) and
assc]ciated electrical/electronic systems/subsystems, in the electrostatic environmental conditions
specified in STANAG 4235 for NATO forces. Guidance on electrostatic discharge (ESD) hazard
assessment and testing is provided in AOP-24.

AGREEMENT—.

2. Participating nations agree:

a. that the electrostatic discharge test procedures specified in Annex A are
adequate to determine the safety and suitability for service of munitions
containing electro explosive devices (EEDs), and associated

electrical/electronic subsystems which are required to be handled by
personnel during the life cycle of the munition (and/or associated systems),
or where the munitions or associated systems are required to be externally
transported or launched by helicopter. The procedures shall also apply to
parts of the munition or associated system that may be handled or transported
separate from the complete system.
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b. that AOP-24 be used to provide guidance in ESD hazard assessment and
testing methods to support the required procedures given in Annex A of this
STANAG.

c. to conduct ESD hazard assessments and, if deemed necessary, to dilize the
test procedures of Annex A to certify munitions containing EEDs for use by
NATO forces shall remainsafe and suitable for service when subjeckd to the
specified test levels.

d. that nationsdevelopingnew munitionsand weapon systems for use by NATO
forces shall, for interoperability purposes, provide nations utilizing, storing,
handling, or transporting munition containing EEDs information on:

(1) the results of any assessment made prior to testing, particularly if the
assessment enables the nation developing the weapon to conclude
that it is not susceptible to the environment defined by STAh!AG 4235
or that either of the threats is not relevant.

(2) the results of tests performed in accordance with the procedures
detailed in Annex A.

(3) deviations from the test procedures discussed in Annex A which are
used to establish the safety and suitability for service of E!EDs and
electrical/electronic subsystems in munitions.

e. that the NATO forces consider this STANAG as a basis for continuing a
working relationship on assessment and testing.

IMPLEMENTATION OF THE AGREEMENT

3. This STANAG is considered implemented by a nation when that nation has issued the
necessary orders or instructions to its forces:

(a) that all future munitions containing EEDs intended for use by NATO forces will
be assessed and/or tested in accordance with the agreement

(b) to provide NATO forces with the information detailed in the agreem,snt.

I
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ELECTROSTATIC DISCHARGE TEST PROCEDURES
TO DETERMINE THE SAFETY AND SUITABILITY FOR SERVICE

OF MUNITIONS AND ASSOCIATED SYSTEMS

1. INTRODUCTION

1.1

1.2

1.3

1.4.

There are many sourcesof electrostatic charge involved in the handling and deployment
of munitions. STANAG 4235 defines the environments associated with the threat
presented by personnel handling munitions and associated hardware and the threat
presented by external transport or deployment on helicopters.

This document addresses testing using only the configuration(s) of munitions containing
EED’s and associated electricallelectronic systems likely to encounter the threat(s).
Assessment of the need for testing is covered in Section 3 and in AOP-24.

Electrostatic Discharge (ESD) tests are used to detetmine whether the EEDs and/or
electronic systems contained within a munition or associated system will remain safe and
suitable for service after being exposed to the electrostatic discharge conditions likely to
be encountered during NATO operations (as defined in STANAG 4235,
“ELECTROSTATIC ENVIRONMENTAL CONDITIONS AFFECTING THE DESIGN OF
MATERIEL FOR USE BY NATO FORCES). During these tests the munition shall be
in a passive state. Any associated electrical/electronic subsystem may be in either a
passive or active state, depending upon the result of the assessment discussed in
Section 3.

The electrostatic discharge levels of concern in this STANAG are those which may be
generated by:

(1) personnel during preparation procedures (e.g. warheading), handling,
maintenance, transportation and deployment of the munition containing EED’s
and associated electrical/electronic systems, or

(2) external transport or deployment of a munition containing EEDs and associated
electrical/electronic systems by a helicopter.

2, CIRCUIT PARAMETERS REPRESENTING THE ELECTROSTATIC DISCHARGE THREAT

Figure (1) provides a representation of the electrostatic discharge test system configuration for
use in conducting the tests proposed in this STANAG. Tables 1 and 2 define the circuit
parameters to be used in testing to represent the threat associated with personnel handling or
external helicopter transport or deployment.

NAT(7 ~JNCLASSIF iED
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3. GENERAL REQUIREMENTS

3.1 An assessment of the ESD susceptibility of the munition andh associated systems sha!l
be conducted. Guidelines on conducting such an assessment are given in AOP-24.
Where an analysis shows conclusively that munition containing EED’s and a:;sociated
electrical/electronic systems is not susceptible to the ESD threat or that the threat is not
likely to be encountered, the requirement for testing may be waived upon approval by a
recognized national authority.

3.2 Selection of the location of the test points for discharge testing shall be based on those
points assessed to be potentially susceptible to either direct penetration or excitation of
the structure and subsequent internal transfer of the energy. A discussion on techniques
that may be used in the selection of discharge locations is given in AOP-24.

3.3 These tests are intended only to evaluate the response of the system’s EKD’s and
associated electrical/electronic systems to the threat of an ESD event. TOe items
selected for testing shall be fully assembled with live EEDs (or instrumenteddevices
where approved by the national authority) and functional electronic subsystems, but with
other explosive materials removed and replaced with inert materials that are electrically
representative of the explosive materials.

3.4 The configuration of the item selected for testing shall be determined from an analysis
of the life cycle (logistics and deployment) of the munition containing EED’s and
associated electrical/electronic systems. It may be necessary to test a weapon system
in more than one configuration. Any protective caps or covers over connectors and/or
shorting/grounding devices should be used during testing if they would be in place during,
the part of the logistics cycle simulated by the particular test.

3.5 Testing shall be conducted at a temperature of 23 ~ 10°C and a relative humidity of less
than 60 percent, The munition and its associated systems, along with relevant parts of
the test hardware, should be conditioned to the temperature and relative humidity
specified above for a minimum of 24 hours before testing. AOP-24 provides a discussion
on the effect of moisture in the air and on (or just under) the surface of the test item when
conducting such testing. Testing at other temperatures and relative humidities shall be
conducted if these environments are expected to be encountered and the assessment
indicates that the ESD threat is significantly higher or the munition is more semsitive in
that environment.

3.6 A minimum of 20 test sequences shall be conducted when testing to the personnel-
generated ESD threat. This minimum number of sequences is reduced to 40 when
testing to the helicopter-generated threat. Testing conducted using fewer Secluences
than those stated above must be approved by the national authority prior to corlducting
such tests. For the purposes of this STANAG, a test sequence is defined as a series of
discharges to the test item at the locations identified in the pre-test assessment to be
potentially susceptible. Subsequent sequences may be conducted by using different
items/equipments or on the same item/equipment with a different set of EEDs and
electrical/electronic subsystems that have been confirmed to be functional Wthin the
weapon system specification. AOP-24 provides a discussion on the confidence kvel and
reliability of test data versus the number of test sequences conducted without a failure.
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4. TEST PLAN

A test plan shall be prepared for each item on which tests are conducted. This test plan shall
include, but not be limited to, the following:

4.1

4.2

4.3

4.4

4.5

4.6

4.7

a description of the munition containing EEDs and associated electrical/electronic
systems with identification of the configuration(s) to be tested;

the number of munitions and associated equipment to be used in the testing;

the numberof times each munitionand associatedequipment may be tested;

the locationof test pointson the test item;

the type of data to be recorded(both writtenand pictorial)duringthe testing;

a separatetest procedureforeach threat leveltested (i.e., personnel-generated (25 kv)
threat and helicopter(300 kV) threat), and

a summary of results of any ESD tests conducted on the system’s EEDs and/or
electrical/e~ectronic subsystems during qualification testing. -

5. TEST EQUIPMENT

5.1

5.1.1

5.1.2

5.1.3

5.1.4

5.1.5

SIMULATION HARDWARE

A representationof the electrostaticdischargetest system configurationfor use in ESD
testing of munitions and/or associated electricalielectronic systems is given in Figures
(1) and (2) for the personnel-generated and helicopter-generated threats, respectively.

The power supply shall be capable of providing both a positive and negative output
voltage.

The isolating switch shall isolate the capacitance from the power supply during the
discharge of the capacitance onto the test item.

The test electrode shall be coriductive and maintained to ensure high electrical
conductivity. The shape of the electrode and its effect on ESD testing is discussed in
AOP-24. Where it is desired to ensure that the discharge is directed to a particular point
on the munition or associated system, a salient connection may be used. In such cases,
testing or analysis shall be conducted to assure that the integument (i.e., outer skin) can
withstand the arc discharge.

The impedance of the electrostatic voltmeter (or equivalent) shall be of such a value that
it will not load the capacitance, It is recommended that the input impedance of the item
used be greater than one teraohm (1012 ohms).

The series resistance, R, shall be non-inductive.
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5.2 CALIBRATION OF THREAT SIMULATION HARDWARE

The test equipment shall be calibrated immediately prior to testing and after the
completion of testing. AOP-24 discusses suitable procedures for such calibration. As
a minimum,the voltage outputwaveform for the personnel threat simulation hardware
shallbe recorded across a standard test load and included in the test report. The
standard test load is discussed in AOP-24. It shall be of coaxial configuration and
designed and produced so as to have a linear response over the frequency rarige of DC-
to-1 00 megahertz. The data acquisition hardware used to record the calibration
waveforms from the personnel threat simulation hardware shall also have a ?requency
range of DC-to-100 megahertz.

6, TEST PROCEDURE

6.1

6.1.1

6.1.2

6.1.3

6.2

6.2.1

6.2.2.

GENERAL

This section provides a general outlineof the proceduresto be used in the E$;Dtesting
of munitionscontainingEEDs and any associatedelectricalielectronicsystems. A test
procedure detailingthe exact steps to be taken must be developed for use by those
personnelconductingthe testing.

The voltage, capacitance, series resistance, and discharge circuit inductance (including
all wiring between the capacitance simulating the threat and electrode) for each of the
simulated threats shall be in accordance with the values given in Table 1. Inductance
shall be measured at a nominal one kilohertz frequency. Each test point selected shall
be tested to each of the levels given in the table which have been assessed to be
relevant.

Munition systems testing has shown some instances where an item may pass a high
voltage test and fail at a lower voltage or higher resistance. Table 2 provides
supplemental test parameters that may be selected for inclusion in the test plan to
account for this possibility.

SPECIFIC PROCEDURES

Functional tests of the electronic subsystems to be tested shall be conducted prior to and
after the testing. Resistances of each of the EEDs shall be recorded prior to and after
any testing.

The munition and/or associated system(s) tested shall be positioned in a manner such
that the threat can be directed to the first designated test point. The threat may be
delivered by the use of an approaching electrode, a fixed gap, or a direct att~chment
such as through the use of a salient. AOP-24 contains a discussion on the energy
delivery techniques that may be used. The energy delivery technique selected will affect
the application of the general procedures.
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6.2.3

6.2.4

6.2.5

6.2.6

6.2.7

6.2.8

6.2.9

The capacitance, C, shall be charged to the selectedvoltage level with positive polarity..

After the capacitance is fully charged, the energy in the capacitance shall be transferred
to the test electrode. During this time the power supply shall be isolated from the
capacitance.

Reposition the munition and/or associated system(s) to allow threat to be directed to the
next designated test point and repeat steps 6.2.2 through 6.2.4 for each of the test points
selected.

After the simulation hardware and test item are determined to be “safe”, measurement
of the resistances of each of the EEDs shall be made and compared with the initial
values for evidence of compliance with the weapon system specification.

The test procedures in 6.2.1 through 6.2.6 shall be repeated with the same equivalent
circuit parameters but with negative polarity.

Repeat the above procedures for each of the voltage and resistance parameters
specifiedby the assessment.

After these ‘measurements have been made, fundlonal testing of the EED’s and the
electronic subsystems shall be conducted.

7. REPORTING REQUIREMENTS

7.1 A test report shall be provided following the completion of the test. This test report shall
include, but not be limited to, the following:

7.1.1 the test plan.

7.1.2 previous testing

7.1.3 any waivers relative to the test conditions or operational plan (with rationale),

7.1.4 performance specifications of electronic subsystems, fuzing systems, and EEDs for use
in the evaluation of the systems after being subjected to the ESD threat,

.

7.1.5 a complete description of the test equipment with circuit parameters and dimensions of
the electrode used during testing,

7.1.6 a description of the calibration technique used,

7,1,7 a listing of rise time, fall time, and peak voltage measured for both 500 and 5000 ohm
series resistance (25 kV testing only). Rise and fall times shall be measured using 100/0
to90°A values,

7,1.8 voltage waveforms recorded during calibration of the simulation hardware,

7,1.9 the results of testing conducted at each of the test points selected,

NATO UNCLASSIFIED
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7.1.10

7.1,11

7.1.12

7.2

NAICJ UN GLASS lf_lt U

A-6

the results of operational system checks before and after tests (noting any significant
changes),

a record of the EED’s resistance(s) measured before and after each 01 the test
sequences,

analyses, conclusions, and recommendations based on acceptance criteriaand test
results.

When analysis of the susceptibility of the munition or associated systems shows
conclusively that the system is not susceptible to the ESD threats specified in STANAG
4235 or that the threat is not likely to be encountered, ESD testing may be waived by the
national authority. The complete analysis shall be provided in lieu of a test report
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Figure 1. Functional Electrical Schematic for personnel-generated electrostic discharge test arrangement
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Figure 2. Functional electrical Schematic for Helicopter-generated electrostatic discharge test arrangement
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TABLE 1

TEST PARAMETERS

—

Source of Voltage Across Series Discharge

Threat Capacitance Capacitance Resistance Inductance

(kV) (pF) (Ohms) (pH]I

Personnel 225 ~ 5% 500 ~ 5?40 5000 ~ 5% <~,

Personnel 225 ~ 50/0 500 ~ 5% 500 ~ 5?40 <5

Helicopter t300 t 5% 1000 ~ 10?40 1 max” ~20

!—

* Total distributed discharge circuit resistance measured within an accuracy of 5%
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TABLE 2

SUPPLEMENTAL TEST PARAMETERS

ANNEX A to
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(Edition 1)

==

Source of Voltage Across Series Discharge
Threat Capacitance Capacitance Resistance Inductance

(kV) (pF) (Ohms) (pH)

==

Personnel ~z(l ~ 5% 500 ~ 5% 5000 ~ 5% <5

==

Personnel +20 ~ 594 500 ~ 570 500 ~ 5% <5—

==

Personnel fl 5 ~ 5’% 500 ~ 5% 5000 ~ 570 <5
I

==

Personnel ~15 ~ 570 500 ~ 5?40 500 ~ 5% <5

==

Personnel fl(l ~ 50/0 500 ~ 5% 5000 f 5% <5

==

Personnel f-l (J: 5% 500 ~ 5?40 500 ~ 5?40 <5

==

Personnel + 5 + 50/0 500 ~ 570 5000 ~ 5’?40 <5——

==

Personnel + 5 + 50/0 500 ~ 5% 500 ~ 5% <5-—

==

Helicopter A250 t 570 1000 ~ 5’%0 1max” <20

==

Hehcopter fzf)() * 50/0 1000* 10?’0 1 max’ <20

==

Helicopter fq50 * 50/0 1000 f 10’%0 1 max” <20

=-

Hehcopter ~loo * 5Q~ 1000*1O% 1 max’ <20

=

t{ehcopter * 50 * 50/o 1000 *1O% 1 max’ <20

~

Hehcopter ~ 25 ~ 5% 1000 *1O% 1 max’ <20

==

* ‘Totaldistributiondischarge circuit resistance, measuredwithin an accuracy of s~o.
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* Edition of documentineffectatthedatethiseditionwas published.
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